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	CODE OF PRACTICE – CONTENT LOCK


SCOPE

This document describes how T-Mobile will manage the impact of the UK Code of Pratice for the self-regulation of new forms of content on mobiles 

PURPOSE

This document is designed to help 3rd parties manage the impact of the Code of Pratice
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1. The Code of practice

1.1. introduction 

The development of mobile services and mobile devices will offer many new and exciting opportunities for mobile customers to communicate and to access content on the move.  The future will include both new services, unique to mobile, as well as content similar to those already available on the internet, such as viewing and downloading pictures and video clips.

At present these new forms of mobile content services are in their infancy.  However over time, service diversity, the availability of new more capable mobile devices and the speed and capability of underlying mobile networks will increase.  

Most content will be suitable for customers of all ages.  However there is a range of content which is only suitable for customers who are 18 or over and in addition the internet may be used to access material which is illegal in the UK.

Given these likely developments, T-Mobile believes it is important that parents should have the power to influence the type of content their children can access.

T-Mobile has developed with the other UK mobile operators the “Code of Practice for New Forms of Mobile Content.”  The Code is forward looking and is designed to provide a self-regulatory structure and should be used in conjunction with available child protection advice.

The Code took over 18 months to draft.  Throughout this process input was sought from various stakeholders including Consumer groups, Children’s charities. Government, Regulators and Content providers.  A formal consultation ran between July-September 2003.  The Code was then revised and finally published in January 2004.  This is the first such Code to be developed anywhere in Europe.

1.2. scope

The Code covers new types of content, including visual content, online gambling, mobile gaming, chat rooms and internet access.  It does not cover traditional premium rate voice or premium rate SMS (texting) services, which will continue to be regulated under the ICSTIS Code of Practice.  It also does not cover personal communications between individuals.

1.3. content classification

An independent classification body has been appointed to provide a framework for classifying commercial content that is unsuitable for customers under the age of 18. The framework will be consistent with standards used in other media and only treat as 18 content that would receive an 18 type classification for the equivalent material in, for example, magazines, films, videos and computer games.

Content providers are required to self-classify as 18 all content unsuitable for customers under the age of 18, in accordance with the framework.  By default, all commercial content not classified as 18 will be unrestricted.

The Independent Mobile Classification Body (IMCB) will produce an industry classification framework by January 2005.  In the interim the mobile operators have agreed a temporary framework based on the same principles of equivalent standards found in other media (attached).

2. content lock

T-Mobile response to the Code of Practice is to launch Content Lock (CL). 

CL has the following properties

· CL can be applied or removed by the customer

· CL can only be removed where a customer has proved themselves to be 18

· Cl can be reapllied without any age check

· CL applies to a single mobile phone number rather than an account 

· CL will block access to 18 rated content available through the Web, WAP, SMS and MMS.

· CL will bar commercial content where the supplier has a contract with T-Mobile as well as content available on the internet

2.1. T-mobile policy

T-Mobile policy for the application of Content Lock will be as follows

· All Prepay customers will have Content Lock applied

· Postpay customers who are current users of 18 rated services will have Content Lock removed. They will be contacted and given the opportunity to re-apply Content Lock if required

· All Postpay customers not included above will have Content Lock applied

2.2. Barring

T-Mobile will bar in the following way
· SMS Blacklist  - all SMS shortcodes that enable access to 18 rated services will be placed on the blacklist. All shortcodes on the blacklist will be barred to customers with Content Lock in place. Please note that barring is for shortcodes rather than services. 
· WAP/web Blacklist -  all URLs that T-Mobile know are 18 rated will be placed on the blacklist. All URLs on the blacklist will be barred to customers with Content Lock in place
· Surfcontrol Classification – Surfcontrol are a 3rd party who categorise WAP and web sites on the internet provide. T-Mobile will bar sites in the following categories

· Adult/ sexually explicit 

· Chat 

· Criminal skills 

· Drugs, Alcohol and Tobacco 

· Gambling 

· Hacking 

· Hate 

· Personal and dating 

· Violence 

· Weapons

You can check which category your site will be in at www.surfcontrol.com when you use their Test A Site function. 

2.3. Third party look up

If you operate a commercial service where the customer uses a payment mechanism that is not barred, e.g. web or IVR, then you will be able to check whether a customer has CL in the following way. It is your responsiblity to ensure that you do not deliver 18 rated content to customers who have CL applied. 

2.4. customers removing content lock
There are four ways to verify a customers age and therefore to remove the content lock:

2.4.1. Identity Check

A customer can register their name, address and date of birth which will then be verified by a third party credit reference agency. A letter is then sent to the address confirming that the customer has removed Content Lock.  This will also highlight any identity theft e.g where a child uses their parents details

2.4.2. Credit Card

When a customer registers using a credit card a £2 charge will be taken and recredited immediately.  This may show up on some customer’s credit card bills depending on the credit card company’s policy. Debit cards which are available to under 18s will not be allowed for authenticating customers.

A customer can register via an identity check or by using a credit card on the t-zones site, via IVR (1818), customer services (150) or on the web through t-mobile.co.uk.

2.4.3. Point of Purchase

New Contract and Mix it customers can choose to opt-in to receiving 18 rated content as part of the purchase process which involves a credit check.  At launch this will be available to T-Mobile Retail, The Link, Dixons, Independent Dealers, Telesales and Direct Sales.

2.4.4. In Store 

Existing prepay and postpay customers will be able to remove Content Lock in store at T-Mobile Retail.  The customer will need to show a credit card, passport or drivers licence to establish that he/she is over 18.  The salesperson will then call the mobile number where Content Lock is being lifted to ensure the mobile belongs to that individual.

2.5. re-applying content lock

A customer can re-apply Content Lock at any time by sending a text to 1818 or calling 1818 from their mobile. 

3. is your service 18 rated?

3.1. Independent Mobile Classification Board 

The Independent Mobile Classification Board (IMCB) is a self-regulatory body and has four principal functions:

1. To provide a framework for classifying commercial content that is unsuitable for customers under the age of 18.  By default, all commercial content not classified as 18 will be unrestricted and not placed behind T-Mobile’s Content Lock.

The framework will be consistent with standards used in other media and only treat as 18 content that would receive an 18 type classification for the equivalent material in for example magazines, films, videos and computer games.

2. To provide informal advice to content providers on how specific content should be classified.  

3. To provide a formal complaints mechanism for customers, content providers and pressure groups who disagree with the classification of specific content and have already been referred to their mobile operator.  A decision will be made within 28 days.

4. To provide a final appeals mechanism for content providers.  This will be based primarily on written representations made in private which will be considered by a panel consisting of a chairman, a board member and a content provider from a recognised trade association.

We will provide further details on the operational aspects of the IMCB in December. 

3.2. Prior to January 2005

Prior to January 2005 the mobile operators have agreed a temporary framework based on equivalent standards found in other media (see Appendix A (Where is it?)).

We have also agreed a temporary informal advice line for content providers if they are in any doubt about how to self-classify content.  The e-mail address to which content can be set for advice is: mobilematrix@btopenworld.com.
4. if your service is 18 rated

If your service is 18 rated you must contact T-Mobile in the following ways

4.1. T-Zones

To bar a service please contact the CL team at <email address> or on <Tel No> with your URL(s) and service details. 

In case a content provider operates both over and under 18 rated content services, please ensure that the URLs are distinctive and the over 18 rated service URLs are separately set to be barred. This will ensure that any under 18 rated content on the same domain will not be barred by CL.

Example service provider “Third Party”:

Domain: http://www.thirdparty.com
This domain would not be barred

Under 18 services: http://www.thirdparty.com/open/…

This URL would not be barred

Over 18 services: http://www.thirdparty.com/over18/ 

This URL needs to be requested for barring
4.2. Commercial COntent
The provisions of the Adult Code of Conduct have been incorporated into the latest Third Party contracts. This includes an obligation on all clients to self-classify and notify T-Mobile Commercial Partners department of all services which are subject to the Adult Code of Conduct, which has been adopted into our process for sharing service details and setting up new services. The method for this to be communicated to T-Mobile is the cross-network Customer Care Form which must be submitted in advance of any service being offered and promoted. Commercial Partners will pass on this information to those within the business responsible for barring services

4.3.  SMS Content

5. Complaints 

T-Mobile may receive complaints from customers about the categorisation of site or services. Customers may feel a site or service that is not barred by CL should be 18 rated and therefore barred. T-Mobile will consider all complaints and decide whether to bar the site or service based on the decision matrix and advice from IMCB. If the service is barred T-Mobile will inform you of the new categorisation. If you do not agree with T-Mobile’s categorisation then the issue can be taken to the IMCB. T-Mobile will comply with all IMCB rulings   
If you feel your site or service should not be 18 rated then you need to contact XXXXX and T-Mobile will reconsider. If T-Mobile then decide the service should be 18 rated then you can contact the  IMCB. T-Mobile will comply with all IMCB rulings   

6. Appendix A

Interim classification framework for commercial content delivered to UK customers –based on existing comparable standards.  This matrix provides an interim framework for use by content providers prior to the appointment of an independent body, in accordance with the terms of the UK Code of Practice for the self-regulation of new forms of content on mobiles. 

	
	Unrestricted
	18 classification
	Not allowed

	
	
	
	

	Content examples 
	1A. Postcard humour, cartoons, pictures. (as found in 2A, 3A and 4A).
	1B. Sale or promotion of age 18 restricted products e.g. alcohol, gambling services, sex toys.
	Any material which is in breach of UK criminal law(

	
	2A. Editorial material,, which has been or which would be published in UK tabloid or other newspapers freely sold without restriction.
	2B. Editorial material taken from other 18/adult sources such as 18/adult rated films, UK top shelf/adult sex magazines etc..


	

	
	3A. Editorial material which has been or which would be published in UK editions of ‘middle shelf mags’.
	3B. Actual or realistic depictions of sex or sexual activity,.
	

	
	4A. Video clips of a non sexual nature or of a nature reflecting a similar degree of sexual context found in editorial material in categories 2A and 3A. 
	4B. Video clips which involve a higher degree of sexual context than in categories 1A,2A and 3A. Images displaying views of the pubic area, vagina or penis – both frontal and rear views.
	

	
	5A No obvious views of pubic area, vagina or penis. Single person  nudity not in 5B.
	5B. Full frontal nudity 
	

	
	6A. Ring tones or logos other than where the content is 18.  Betting tip services.
	6B. Bet placing services and other licensed gambling activities
	

	
	7A. Games rated below 18/adult.
	7B. Games rated under the PEGI system as 18/adult e.g. featuring realistic depictions of violence, sex etc
	

	
	8A. Moderated chat services, apart from the exclusions in 8b (note: Premium Rate live chat services are only available to 16’s and above under the ICSTIS Code]
	8B. Un-moderated chat and dating chat services.

Moderated chat of an adult nature.
	

	
	9A. Material including violence which would be editorially acceptable in other media e.g. TV or print news. 
	9B. Editorial material showing graphic violence which is 18 age restricted in other media or using foul language that would be required to be broadcast after the TV watershed.
	


May 2004 O2 (UK) Ltd, Orange Personal Communications Services Ltd, T-Mobile UK Ltd, Virgin Mobile Telecoms Ltd, Vodafone Ltd, Hutchison 3G UK Ltd. All rights reserved.
Interim classification framework for commercial content delivered to UK customers –based on existing comparable standards.  This matrix provides an interim framework for use by content providers prior to the appointment of an independent body, in accordance with the terms of the UK Code of Practice for the self-regulation of new forms of content on mobiles. 
(No examples are offered in this category. By providing a non-exhaustive list of examples banned under UK law, the mobile operators may thus unwittingly condone the publication activities not on the list of examples. Publication of illegal images is, by definition, against the law.

Editorial material includes both written and visual material, including advertising. 
Outside of scope for classification framework – any material covered the by the ICSTIS Code for traditional premium voice and premium SMS, excluding text based chat room services.  Premium rated MMS is in scope, as these are “new forms of content” and are among the types of content that the Code seeks to address through access controls. Premium Rate MMS are also subject to the terms of the ICSTIS Code.

Until the ICB is appointed and has derived its own or validated this classification framework, the mobile operators have formed a cross operator advisory team that content providers can consult when they are unsure about how their content should be self-classified against the interim matrix. To obtain advice from the advisory panel on the appropriate classification of content, a content provider can e-mail a copy of the relevant content to mobilematrix@btopenworld.com and receive a response in no more than 10 working days. 
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