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Change History

\% Date Author Comments Compliance Compliance
Deadline

1.1 |31/05/06 |Stephen Hunter|2.1 R1.1 ‘Premium Rate Service Code
from Vodafone |of Practice’ replaced by ‘Mobile
Operator Premium Text Code
Extension’

3 Appendix A — Payforit logo and
guidelines released

1.11 | 24/01/07 |Stephen Hunter | All screen templates — logo area

from Vodafone |updated to allow for inclusion of
secondary logo. Logo guidelines page
updated accordingly.

‘Pay Now' and ‘Subscribe’ can now be
presented as default links on
acceptance screens.

Marketing opt-ins — wording update
and tick boxes must not be pre-
checked.

1.2 |22/05/07 |Stephen Hunter | Merchant hyperlink removed and
from Vodafone |Terms and Conditions section
updated.

Marketing Opt-in wording updates

Initial Subscription Message optional
delay on mobile internet

MSISDN pass-through section updates
Web transaction templates added

Logo Guidelines updates

1.3 |[31/01/08 |Stephen Hunter | Wording amends on one-off payment
from Vodafone |and subscription set-up screens.

Payment success screen/marketing
opt-in updates

Subscription success
screen/marketing opt-in updates

2/51




Trusted Mobile Payment Framework — Scheme Rules Version 2.0

06/08/2008
2.0 |6/08/08 Rosie Srao Payforit logo guidelines Mandated By 10am
from Orange (GMT) on 1*
Logo positioning: Content Provider, October
Operator and Payforit 2008
Shop helpline
Pre-tick marketing opt-in update
‘What is Payforit ?’ link/page
Style Guidelines
Shopping Basket Optional

Rory Maguire
from 3

Single Click
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1 Overview

The Trusted Mobile Payment Framework exists to promote a safe and trustworthy environment under
which mobile phone users may purchase goods and services and charge the cost to their mobile
phone accounts. It has been constructed under the auspices of the Mobile Network Operator Payforit
Management Group (‘Payforit Management Group’).

This document defines the Scheme Rules of the UK'’s Trusted Mobile Payment Framework.

Parties interested in becoming payment service providers within the framework must apply to become
Accredited Payment Intermediaries (‘APIs’). Accreditation must be applied for with each mobile
network Operator.

The document aims to provide Accredited Payment Intermediaries clear and unambiguous rules that
they must follow in order to operate as part of the Trusted Mobile Payment Framework.

These rules are expected to form part of any contractual agreement between the Mobile Network
Operators and any party wishing to undertake the role of an Accredited Payment Intermediary.
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2 Trusted Mobile Payment Framework

The Trusted Mobile Payment Framework is an initiative by the UK Licensed Mobile Network Operators
to promote the take up of mobile commerce by allowing content providers and merchants access to

cross network payment services.

The Trusted Mobile Payment Framework allows mobile phone users, the Consumers , to buy goods
and/or services from Content Retailers, the Merchants , and charge the cost to their mobile phone
account, which is operated by their mobile Operator, the Operator . Merchants will use the services of
a payment service provider, the Accredited Payment Intermediary

cross Operator charging mechanism. The diagram below illustrates this.

Operator A Operator C Operator D Operator E
End Users End Users End Users End Users
O - [ D a - - a
ACCREDITED ACCREDITED ACCREDITED ACCREDITED ACCREDITED
PAYMENT PAYMENT PAYMENT PAYMENT PAYMENT

INTERMEDIARY INTERMEDIARY INTERMEDIAR Y

INTERMEDIAR Y

INTERMEDIAR Y

\,

\

Operator C
Billing

Operator A
Billing

Operator D
Billing

Operator E
Billing

The Trusted Mobile Payment Framework defines how participants

Intermediaries and Operators, co-operate to perform:
One-Off Payments;
Subscription Set up;
Subscription Payments;
Subscription Management;
Refunds;
Shopping Basket;
Single-click Purchasing;
MSISDN pass through, and

Customer Care.

: Merchants, Accredited Payment

, to facilitate a cost effective,

...etc. etc.

..efc. etc.
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The Trusted Mobile Payment Framework supports the purchase of goods or services initiated during
mobile internet sessions on the mobile phone to which the charge will be applied. Additionally,
purchases initiated from a web environment are also included in this release of the framework.

The following sections detail the rules that must be followed by Accredited Payment Intermediaries,
both in general and when each of the aforementioned services is provided.

Section A: General

This section of the document details the rules that Accredited Payment Intermediaries must adhere to
whilst operating a service within the Trusted Mobile Payment Framework.

R1 General Rules

R1.1 The Mobile Operator Code Extension for Subscription Services (‘Code Extension’)
(www.short-codes.com), as amended from time to time, must be followed. Where the
behaviour expected under the Trusted Mobile Payment Framework is in conflict with the
Code Extension, the latter will supersede the former. However, it should specifically be
noted that there is an exception to this rule in relation to subscription services sign-up. For
subscription services operated by Accredited Payment Intermediaries within the Trusted
Mobile Payment Framework, these Scheme Rules remove the need for any MO text
based subscription message as part of the sign-up process.

R1.2 The device User Agent Profile (UAP) must always be used to ascertain the capabilities of
the consumer's mobile device. Accredited Payment Intermediaries must ensure, in
cooperation with their merchants to the best of their endeavours, using the UAP, that
mobile goods and services not compatible with the consumer’'s mobile device are not
offered to those consumers for purchase. This is intended to help avoid subsequent
customer care issues.

R1.2.1 Where automated MSISDN detection is not possible from certain devices (e.g. iPhone,
Blackberry etc.) and/or gateways, the web payment flows outlined in section 3 of these
scheme rules must be used.

R1.3 Governance

R1.3.1 All new releases of the Trusted Mobile Payment Framework will be available at least 30
days prior to becoming contractually binding. Please refer to the Change History table on
page 2 for implementation dates. Operators reserve the right to instruct new requirements
to shorten timescales in accordance with legal and regulatory requirements.

R1.3.2 Amendments to the framework required to maintain or enhance its integrity and security
may be issued mandating compliance in a timescale proportionate to the threat being
addressed.

R1.3.3 Conduct by merchants that may cause distress or have the potential to harm an
Operator’'s consumer will be subject to individual Operator product compliance policy(ies)
and associated procedures. Operators independently withhold the right to act in these
circumstances, in accordance with contracts.

R1.3.4 Multiple breaches of the Trusted Mobile Payment Framework Scheme Rules will invoke a
review of an Accredited Payment Intermediary’s accreditation status at the discretion of
each Operator.
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R1.4 VAT

R1.4.1 VAT treatment of revenues will be consistent with Operator agreements.

R1.5 Screen Style Rules

R1.5.1 Where handset capabilities allow, all mobile screens presented to the consumer by

Accredited Payment Intermediaries must use the Arial 6pt font. Where the handset does
not support this exact font, the nearest alternative must be used. On any eCommerce
pages where the Payforit logo should appear (either browsing or transactional pages), it
should always be presented in conjunction with the relevant network Operator’s logo using
the rules set out in Appendix B.

Section B: One-Off Payments

One-Off Payments must be used by merchants when charging a consumer for goods or services
where no recurring charge needs to be applied and the payment is a single, complete payment for the

service.
R2
R2.1

R2.1.1

R2.1.2

R2.1.3

R2.1.4

R2.1.5

One-Off Payment Processing Rules

All payment screens presented before, during and after the processing of a payment must
be served, on behalf of the merchant, to the consumer directly by the Accredited Payment
Intermediaries and not by the merchant.

The payment acceptance screen contents must be presented as below. If the merchant
branding appears at the top of the previous page, then to keep consistency from previous
merchant pages and to clarify the payment is for goods from that merchant, the merchant
logo may remain at the top of the page as displayed in Option A.

No merchant logos are allowed on the O2 network, all payment pages on the O2 network
must be presented as Option B.

Where a merchant logo is permitted on all payment screens presented before, during and
after the processing of a payment, under the circumstances detailed in R2.1.1, the
maximum height of the merchant logo allowed is 40pixels, on all handset screen sizes.

If the merchant logo does not appear at the top of the previous merchant page and the
handset screen width is 176 pixels or above then the layout should be presented as
Option B. No other text, logo or brand is permitted on any of the payment screens.

If the merchant logo does not appear at the top of the previous merchant page and the
handset screen width is 175 pixels or below then the layout should be presented as Option
C. No other text, logo or brand is permitted on any of the payment screens.
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R2.2

Option A: Merchant Logo

Click ‘Pay Now’ to get
<Content> from <Merchant
Shop> for <£2.50>.

v

Cancel

<Operator & Payforit logo>

<trusted payments by Payforit>

What is Payforit?

( <Merchant logo > \

Terms and Conditions

Option B: No Merchant logo

-

<Operator & Payforit logo>

<trusted payments by Payforit>

Click ‘Pay Now' to get
<Content> from <Merchant
Shop> for <£2.50>.

v T

Cancel

What is Payforit?

Terms and Conditions

~

Option C: Screen
width of 175 pixels
or below

)

Click ‘Pay Now' to get
<Content> from <Merchant
Shop> for <£2.50>.

v Z

Cancel

<Operator & Payforit logo >

<trusted payments by Payforit >

What is Payforit ?

Terms and Conditions

Merchant Shop

<Merchant Shop
Helpline>

<Web URL>
<E-mail address for
help>

<Merchant T&Cs>

<Merchant Shop is the
trading name of XYZ
Limited of 123 Anyroad,
Anytown, PA7 41T>

<Summary of payment

service terms and

conditions/optional
gmobile operator terms

" and conditions>

*For downloads, as well
as the price of the

R2.2.1

R2.2.1.1

R2.2.2

R2.2.2.1
R2.2.2.2
R2.2.2.3

R2.2.2.4

R2.2.3

R2.2.3.1

erator Data Charges

@p Helpline: 0 11 1111 1111

service you have
ordered, you may also
be charged browsing
costs in accordance with

Operator Data Charges
may apply

@p Helpline: 011 1111 19

Operator Data Charges

may apply
may apply

your standard data tariff
for your download.

\ Shop Helpline: 011 1 111 1111 ‘

For further details on logo size and restrictions refer to the Style Guidelines in Appendix B.
The screen will include:
Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1

Description of the goods/service being purchased (<Content >) — a clear statement that
allows the consumer to associate the payment with what is being paid for with a maximum
of 40 characters.

The identity of the supplier (<Merchant Shop >) - This must be the merchant shop/site
name with a maximum of 40 characters. Further information about the merchant’s service
must be available from the Terms and Conditions hyperlink and must, at a minimum,
contain:

The trading or operating name of the organisation;
The registered address of the trading company;

A non-premium rate helpline must be included, and optional email address and/or a web
URL. (Please refer to Section J R10 and R11 for Customer Care Handling Rules)

The merchant’s terms and conditions.

The price (including tax) of the goods/service (<£2.50>) - The price must be clear and not
misleading in any way. This will mean giving the full price of the service. Pricing
information must be prominently displayed and easy to understand.

The price must be presented in sterling and use the £ symbol to prefix the numerical
amount.
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R2.2.4

R2.2.4.1

R2.2.5

R2.2.5.1

R2.2.6

R2.2.6.1

Data Charges (Operator Data Charges may apply )- This must be presented as a
hyperlink which links to the following text ‘For downloads, as well as the price of the
service you have ordered, you may also be charged browsing costs in accordance with
your standard data tariff for your download’. Please note that individual Mobile Network
Operators may require Accredited Payment Intermediaries to present specific link and
data pricing wording in this section, in preference to the generic wording outlined above.

To minimize the number of clicks and negate a back button, it is optional for the entire
previous page to be replicated underneath the Data Charges text referenced above.

Terms and Conditions (Terms and Conditions) — This must be presented as a hyperlink
which links to view a summary of the merchant and payment service Terms and
Conditions and, where relevant, an Operator-provided Terms and Conditions summary. A
back button must be provided to link back to the payment screen.

To minimize the number of clicks and negate a back button, it is optional for the entire
previous page to be replicated underneath the Terms and Conditions referenced above.

What is Payforit hyperlink (What is Payforit?) — This must be presented which links to the
following text:

“Payforit is the trusted payment service supported b y Orange, 3, 02, Vodafone and
T-Mobile and provided by trusted companies known as Accredited Payment
Intermediaries. Payforit is the easy way to buy goo  ds and services using your
mobile phone and charge the amount directly to bill or pre-pay credit. When you
see the Payforit logo, you can pay with your mobile , knowing the payment service
is safe, approved and supported by your network ope rator”.

To minimize the number of clicks and negate a back button, it is optional for the entire
previous page to be replicated underneath the ‘What is Payforit?’ text as displayed below.
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/ <Payforit logo> \
Payforit is the trusted payment
service supported by Orange, 3, 02
....................... Vodafone and T-Mobile and run
° ° through trusted companies known
<Merchant logo> 3 as Payment Intermediaries.
ik Pay Now 10 get bl At A
< <Content> from <Merchant . phone and charge the amount
+ Shop> for <£2.50>. E directly to bill or pre-pay credit.
: 5 When you see the Payforit logo, you
e Now s ;:han paywitr: your_mo_bile.fknowing
v o e by o
Cancel : network operator.
: 4
<Operator & Payforit logo> § g <Merchant logo>
<trusted payments by Payforit> § Click ‘Pay Now' to get
. <Content> from <Merchant
: Shop> for <£2.50>.
What is Payforit? " 3
Terms and Conditions
P
Operator Data Charges H d
: may apply : Cancel
'...Shop Helpline: 0 11 1111 111}'.'. <Operator & Payforit logo>
......................... <trusted payments by Payforit>
Terms and Conditions
Operator Data Charges
may apply
@op Helpline: 0111111 1111
R2.2.7 A non-premium rate helpline phone number must be included. (Please refer to Section J
R10 and R11 for Customer Care Handling Rules)
R2.3 Navigation — The payment acceptance screen must allow the user to select:
R2.3.1 ‘Pay Now' to confirm the payment (this may be presented as the default link on the
payment acceptance page);
R2.3.2 ‘Cancel’ the payment and navigate back to the merchant site;
R2.3.3 Once the consumer has confirmed their payment, they must be presented with information
that clearly communicates whether the payment was successful or whether it failed.
R2.4 Payment Success Screens
Where the payment was successful, the payment success screen must be hosted by the
Accredited Payment Intermediaries. There are four possible scenarios for the presentation
of the payment success screen:
R2.4.1 Payment Success with marketing opt-in (Option 1)

Where the payment is successful and the merchant wishes to gain a marketing opt-in, the
following static payment success screen must be presented exactly as below:

12/51



Trusted Mobile Payment Framework — Scheme Rules Version 2.0

06/08/2008
[ <Merchant logo> \
Thank you for your payment of
<£2.50> to <Merchant Shop> .
<Marketing preference
confirmation and Service Delivery
Message>
<Operator & Payforit logo>
<trusted payments by Payforit>
mes, | want free updates on
similar products, services and
related special offers sent to my
mobile <MSISDN> by
<Merchant > .
Shop Helpline: 011 1111 1111
This screen will include:
R4.4.1.1 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1
R2.4.1.2 Price Charged — presented as per R2.2.3;
R2.4.1.3 Identity of merchant — presented as per R2.2.2;
R2.4.1.4 Marketing Preference and Service Delivery Message. The content of this message is
optional but must contain the words:
'you confirm your marketing preferences below
The text is part of a clickable button to progress to the part of the user flow or the text is
adjacent to and preceding the clickable button. For example:
‘By clicking ‘Continue’ to get your content, you co nfirm your marketing preferences
below’.
The positioning of the mandated text and the link to the content must give the user the
opportunity to uncheck the marketing preferences box prior to proceeding to any
subsequent pages or service delivery.
R2.4.1.5 Marketing opt-in wording to allow a consumer to give permission for their mobile phone
number to be used by the merchant for marketing its own same or similar services only.
The wording must read
‘Yes, | want free updates on similar products, ser  vices and related special offers
sent to my mobile <MSISDN> by <Merchant Shop>'.
MSISDN and Merchant Shop variables are completed by the Accredited Payment
Intermediary. The opt-in check box can be pre-checked on all networks.
R2.4.1.6 A non-premium rate helpline phone number must be included. (Please refer to Section J
R10 and R11 for Customer Care Handling Rules)
R2.4.2 Payment Success with no marketing opt-in (Op  tion 2)
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Where the consumer has previously opted in to marketing, or the merchant manages
marketing opt-ins through another legitimate and auditable process, the marketing opt-in
presentation is not mandatory as long as the conditions of use outlined below are adhered
to. The payment success screen can be presented as follows:
f <Merchant logo> \
Thank you for your payment of
<£2.50> to <Merchant Shop> .
< Service Delivery Message>
<Operator & Payforit logo>
<trusted payments by Payforit>
Terms and Conditions
Operator Data Charges
may apply
Qop Helpline: 011 1111 1111//
This screen will include:
R2.4.2.1 Price Charged — presented as per R2.2.3;
R2.4.2.2 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1 and
Appendix B;
R2.4.2.3 Identity of supplier — presented as per R2.2.2;
R2.4.2.4  Service Delivery Message — e.g. ‘Click here to download ringtone’
R2.4.2.5 A non-premium rate helpline phone number must be included. (Please refer to Section J

R10 and R11 for Customer Care Handling Rules)

Conditions of use are that a consumer’s personal (MSISDN) data has been gained through normal
SMS/IVR or other legitimate means and a warning of soft opt-in has been provided along with
instructions for the mechanism to opt-out (e.g. STOP to a shortcode). Alternatively, the user may
previously have opted-in via approved API-hosted Payforit screens during a prior purchase

transaction.

Merchants must provide an opt-out facility (in accordance with legal and regulatory

requirements) within the merchant shop and with all marketing communication from that point
onwards. All marketing opt-in/out processes must be auditable.

R2.4.3

Payment success with timed redirect (Option 3)

Where a payment is successful and marketing opt-in presentation is not required as per
R2.4.2, a timed redirect page that does not require the consumer to click to proceed to the
content/merchant can be served. A provision should be made however for a clickable link
in case the timed redirect does not occur. A maximum of 15 seconds is recommended.
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( <Merchant logo> \

Thank you for your payment of
<£2.50> to <Merchant Shop> .

<Redirecting to download your
<content> now>

<Operator & Payforit logo>

<trusted payments by Payforit>

Terms and Conditions

Operator Data Charges
may apply

Qmp Helpline: 011 1111 111y

This screen will include:

R2.4.3.1 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1 and
Appendix B;

R2.4.3.2 Price Charged — presented as per R2.2.3;
R2.4.3.3 Identity of supplier — presented as per R2.2.2;
R2.4.3.4 Redirect Message — e.g. ‘Redirecting to download your <content> now’

R2.4.3.5 It is recommended that an SMS receipt should follow the transaction and suggested
wording of this receipt is outlined in R2.4.4 below.

R2.4.3.6 A non-premium rate helpline phone number must be included. (Please refer to Section J
R10 and R11 for Customer Care Handling Rules)
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R2.4.4

R2.4.4.1

R2.4.4.2

R2.4.5

No payment success screen (Option 4)

Where a payment is successful and marketing opt-in presentation is not required, it will be

possible to automatically redirect the consumer to their content/merchant without serving
the payment success page.

PH Gares Shop

FAKE FOOTY 2008

£250

Go to Checkout
More info

Start at Shop

/ < PFI Games Shop > \

Click ‘Pay Now’ to get <Fake Footy
2008> from <PFI Games Shop> for
<£2.50>.

v CEE

Cancel

<Operator & Payforit logo>

<trusted payments by Payforit>

What is Payforit?
Terms and Conditions

Operator Data Charges
may apply

Qop Helpline: 011 1111 111y

Payment

R

From: PFI Games Shop

Thank you. You have been
charged <£2.50> for <Fake
Footy 2008> from <PFI
Games Shop> Help : <PFI
Games Shop Helpline>.

Thank you. Your payment
of £2.50 has been accepted

Doanloading now.. ... .

Back to Shop

—

SMS Receipt

APIs must ensure that merchants make it clear on the first post-payment screen
presented to the consumer that the payment has been successful.

In situations where no payment success screen is presented, a receipt must be sent to the
consumer by SMS to confirm the transaction using the wording below. Consideration
should be given to the timing of the SMS receipt to avoid interruptions to the mobile
browsing session (recommend within 1 hour). Based on the user agent profile of the

handset, the SMS receipt could be immediate.

From: PFI Games Shop

Thank you. You have

<Content> from
<Merchant > Help:
<Merchant Shop
Helpline>.

SMS Receipt

been charged <£2.50> for

—

SMS receipt where
static payment success
screen is not used.

Where a consumer can be identified as having previously purchased a service from a
Payforit merchant and have had their marketing preference stored with that merchant, it is
not necessary for Accredited Payment Intermediaries to present a new marketing opt-in
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during subsequent Payforit purchases by the consumer at the merchant’'s site. R2.4.2,
R2.4.3, R2.4.4 applies.

R2.4.6 Where technically possible, downloads can start when a consumer has clicked on the
‘Service Delivery Message’ from the payment success screen, e.g. ‘click here to start your
download'. (R2.4.1 and R2.4.2 apply).

R2.5 Payment Failure Screen

Where the payment failed, the payment failed screen must be hosted by the Accredited Payment
Intermediaries and presented exactly as below:

R2.5.1

R2.5.2

R2.5.3

R2.5.4

R2.5.5

R2.5.6

[ <Merchant logo> \

There has been a problem with
the transaction. You have NOT
been charged .

Continue to Shop

<Operator & Payforit logo>

<trusted payments by Payforit>

Terms and Conditions

Operator Data Charges
may apply

Qhop Helpline: 011 1111 111y

The screen must include:

Not charged message — The consumer must be clearly told that they have not been
charged with the following text: ‘There has been a problem with the transaction. You
have not been charged

Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1 and
Appendix B;

Failure reason — Where technology and Operator interfaces permit, a reason for the
failure must be provided in a clear user-friendly form.

A hyperlink must be provided, and labelled ‘Continue to Shop’, to enable the consumer to
return to the merchant site. Consideration should be made to allow users to purchase
alternative content if the payment failure was due to insufficient pre-pay credit.

A non-premium rate helpline phone number must be included (Please refer to Section J
R10 and R11 for Customer Care Handling Rules).

The use of the best practice approach of two-phase transactions, with or without fund
reservation, is not a mandatory requirement of the scheme, but may be implemented
where individual Operator billing solutions permit.
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Section C: Subscription Set up

A subscription is an agreement by a consumer to allow their mobile phone account to be charged for
one or more goods/services to be paid for and supplied in the future. The agreement will include
terms limiting the subscription either by time, monetary value or quantity of goods.

R3 Subscription Set up Processing Rules

R3.1 All screens presented before, during and after the processing of a subscription set up
must be offered to the consumer directly by the Accredited Payment Intermediaries and
not by the merchant.

R3.2 The subscription acceptance screen must be presented exactly as template 1, 2 or
template 3, below

R3.2.1 Template 1

<Merchant Shop>
( <Merchant logo> \ <Merchant Shop Helpline>
<Web URL>
Click ‘Subscribe’ to get <Content <E-mail address for help>
Package> from <Merchant Shop>
for <£2.50> per <billing <Merchant T&C, including details of
frequency >. free monthly reminder and how to
STOP>
u <Merchant Shop is the trading name

of XYZ Limited of 123 Anyroad,

Cancel
Anytown, PA7 41T >
<Operator & Payforit logo> " <Summary of payment service terms
<trusted payments by Payforit> /./ and conditions/optional mobile

e operator terms and conditions>

What is Payforit? /-"/

Terms and Conditions ’ *For downloads, as well as the price of
- the service you have ordered, you may
--------------------- » also be charged browsing costs in

Operator Data Charges

may apply accordance with your standard data
Q}p Helpline: 011 1111 llllj tariff for your download.

R3.2.2 Template 2

<Merchant Shop>

{ <Merchant logo> \ <Merchant Shop Helpline>

<Web URL>
Click ‘Subscribe’ to get <Content <E-mail address for help>
Package> free for/until «
<period/date> and then to be / <Merchant T&C, including details of
charged <£2.50> per <billing 7 free monthly reminder and how to
frequency> by <Merchant STOP>
Shop>
E Subscribe / <Merchant Shop is the trading name
Vi of XYZ Limited of 123 Anyroad,
Cancel Anytown, PA7 4IT >
<Operator & Payforit logo> e <Summary of payment service terms
yd and conditions/optional mobile
<trusted payments by Payforit> operator terms and conditions>
What is Payforit? V4 _..~¥  *For downloads, as well as the price
Terms and Conditions Vi of the service you have ordered, you
- L. may also be charged browsing costs ir
Operator Data Charges .. accordance with your standard data
may apply tariff for your download.

@op Helpline: 011 1111 11y
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R3.2.3 Template 3
<Merchant Shop>
f <Merchant logo> \ :\l\//lvirtr):lbastfhop Helpline>
Click 'Subscribe' to get <Content <E-mail address for help>
Package > from <Merchant > for «
an initial charge of <ini_tig| <Merchant T&C, including details of
charge > plus <subscription fee > free monthly reminder and how to
per <billing frequency >. STOP>
u Subscribe // <Merchant Shop is the trading name
ye of XYZ Limited of 123 Anyroad,
Cancel Anytown, PA7 4IT >
<Operator & Payforit logo> / ::;?&3%0?57%%?& S;ﬁ(l;\gﬁ: terms
<trusted payments by Payforit> operator terms and conditions>
What is Payforit? //’ ¥ *For downloads, as well as the price
i A of the service you have ordered, you
Terms and Condilions / T maly also be c%arged browsing cgsts in
Operator Data Charges ...~ accordance with your standard data
may apply tariff for your download.
@op Helpline: 011 1111 my
R3.3 Description of the goods/service being purchased (<Content >) — a clear statement that
allows the consumer to associate the payment with what is being paid for with a maximum
of 40 characters.
R3.3.1 Accredited Payment Intermediaries may propose additional templates, which will be
ratified for use in the future and agreed by all Operators.
R3.3.2 The identity of the supplier - presented as per R2.2.2.
R3.3.3 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1
R3.34 The price — this must be presented in the context of the Terms of the Subscription, as
above, but must also, in its own right, be clear and not misleading in any way. Pricing
information must be prominently displayed and easy to understand.
R3.3.5 The price must be presented in sterling and use the £ symbol to prefix the numerical
amount.
R3.3.6 Data Charges (Operator Data Charges may apply ) — presented as per R2.2.4 and
R2.2.4.1
R3.3.7 Payment Terms and Conditions (Terms and Conditions ) — presented as per R2.2.5 and
R2.2.5.1
R3.3.8 What is Payforit hyperlink (What is Payforit?) — presented as per R2.2.6 and R2.2.6.1
R3.3.9 A non-premium rate helpline phone number must be included (Please refer to Section J
R10 and R11 for Customer Care Handling Rules)
R3.3.10 Navigation — The Subscription acceptance screen must allow the user to select:
R3.3.11 ‘Subscribe’ to confirm the subscription, (this may be presented as the default link on the
subscription acceptance screen);
R3.3.12 ‘Cancel the transaction and navigate back to the merchant site;
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R3.4

R3.4.1

R3.4.1.1

R3.4.1.2
R3.4.1.3

R3.4.2

Subscription Success Screens

Once the consumer has confirmed their subscription, they must be presented with
information that clearly communicates whether this was successful or whether it failed. As
with the approach to one-off payments, R2.4, the same four options apply.

Successful Subscription with marketing opt-i n (Option 1)

Where the subscription is successful and the merchant wishes to gain a marketing opt-in,
the following static payment success screen must be presented exactly as below:

( <Merchant logo> \

Thank you, your subscription has
now been set up.

Your subscription will continue
until you text STOP to <12345>.

<Marketing preference
confirmation and Service
Delivery Message>

<Operator & Payforit logo>

<trusted payments by Payforit>

ImYes, | want free updates on
similar products, services and
related special offers sent to
my mobile <MSISDN>] by
Merchant>.

@op helpline: 011 1111 1111/

Service Delivery Message as per R2.4.1.4 and must include the following words:
‘Your subscription will continue until you text STO P to <12345>"

Marketing opt-in as per R2.4.1.5

Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1
Subscription success with no marketing opt-i n (Option 2)

Where the consumer has previously opted in to marketing or the merchant manages
marketing opt-ins through another legitimate and auditable process, the marketing opt-in
presentation is not mandatory as long as the conditions of use outlined in R2.4.2 are
adhered to. The subscription success screen can be presented as follows:
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[ <Merchant logo> \
Thank you, your subscription has
now been set up.
Your subscription will continue
until you text STOP to <12345>.
< Service Delivery Message>
<Operator & Payforit logo>
<trusted payments by Payforit>
Qhop Helpline: 0111 111 111y
R3.4.2.1 Service Delivery Message as per R2.4.2.4
R3.4.2.2 Conditions of use as per section R2.4.2
R3.4.2.3 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1
R3.4.3 Subscription success with timed re-direct (O ption 3)
Where a subscription has been set up successfully and marketing opt-in presentation is
not required as per R2.4.3, a timed redirect page that does not require the consumer to
click to proceed to the content/merchant can be served. A provision should be made
however for a clickable link in case the timed redirect does not occur. A maximum of 15
seconds is recommended.
[ <Merchant logo> \
Thank you, your subscription has
now been set up.
Your subscription will continue
until you text STOP to <12345>.
<Redirecting to your <content>
now>
<Operator & Payforit logo>
<trusted payments by Payforit>
Qop Helpline: 011 1111 1111/
R3.4.3.1 Redirect Message — e.g. ‘Redirecting to your <content> now’
R3.4.4 No Subscription Response Message (Option 4)
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Where a subscription has been set up successfully and marketing opt-in presentation is
not required, it will be possible to automatically redirect the consumer to their
content/merchant without serving the subscription successful page.

FAKE FOOTY 2008

Subscribe for £3.00 per week

Go to Checkout
More info

Start at Shop

/ <PFI Games Shop> \

Click ‘Subscribe’ to get <Fake
Footie Bundle> free for/until <1
month> and then to be charged
<£3.00> per <week> by <PFI
Games Shop> .

u Subscribe
C

<Operator & Payforit logo>

<trusted payments by Payforit>

What is Payforit?

Terms and Conditions

Operator Data Charges
may apply

Qhop Helpline: 011 1111 111y

Payments

PFl Games Shop

Thank you. Your subscription
has been set up.

Downloading now..... .

Back to Shop

R3.4.5 APIs must ensure that merchants make it clear on the first post-subscription set-up screen
presented to the consumer that the subscription set up/payment has been successful.
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R3.5

R3.5.1

R3.5.2

R3.5.3

R3.6

APIs must send a free <to consumer> SMS using the following text template:

(Note: Where PSMS billing is used, this may be in the charge message)

‘[FreeMsg] U are subscribed to <name of service and optional description —
maximum 35 characters> for <cost of service in £>p  er <billing frequency> until you
send STOP to <originating service shortcode>. Helpl  ine <UK standard rate or free

helpline number>’

Consideration should be given to the timing of the SMS receipt to avoid interruptions to the
mobile browsing session (recommend within 1 hour). Based on the user agent profile of
the handset, the SMS receipt could be immediate.

Where a subscription service includes a free period (as per Template 2), send a free (to
consumer) SMS using the following template:

‘[FreeMsg.] U will be subscribed to <name of servic e and optional description —
maximum 35 characters> for <cost of service in £> p  er <billing frequency> from
<date free period ends> unless you send STOP to <or iginating service shortcode>.
Helpline <UK standard rate or free helpline number>

This message may be delayed by up to 1/7th of the <billing frequency> period to avoid
breaking the browsing session. Some individual mobile Operators may permit a longer
period of delay, subject to prior agreement.

Where a subscription service includes an initial charge (as per Template 3), send a free
(to consumer) SMS using the following template:

‘[FreeMsg] U are subscribed to <name of service and optional description —
maximum 35 characters> for <initial charge> plus <r  ecurring charge in £> per
<billing frequency> until you send STOP to <origina  ting service shortcode>.
Helpline <UK standard rate or free helpline number>

Subscription Failure Screen

If the subscription set up failed, the Accredited Payment Intermediaries must present the
consumer with a screen presented exactly as below:
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[ <Merchant logo> \
There has been a problem with
the subscription set up. Your
subscription has NOT been set
up.
<Reason: Optional reason
for failure>
Continue to Shop
<Operator & Payforit logo>
<trusted payments by Payforit>
Terms and Conditions
Operator Data Charges
may apply
\Shop Helpline: 011 1111 1111/
This screen must present the following information:

R3.6.1 Subscription not set up — The consumer must be clearly told that the subscription has not
been set up with the following text: ‘There has been a problem with the subscription
set up. Your subscription has not been setup .

R3.6.2 Failure reason — Optionally, a reason for the failure should be provided in clear English in
a user-friendly form.

R3.6.3 A link should be provided, and labelled ‘Continue to Shop’, to enable the consumer to
return to the merchant site.

R3.6.4 For the avoidance of doubt Subscription service consumers must be sent a free SMS once
every billing period, to remind the consumer of their subscription, together with information
on how they can cancel if they so wish.

R3.6.5 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1

Section D: Subscription Payments

Once a subscription has been activated by a consumer and set up with an Accredited Payment
Intermediary, a merchant can request a payment from the Operator via the Intermediary.

When requesting payments against activated subscriptions, the Accredited Payment Intermediaries
have the following responsibilities:

R4

R4.1

R4.2

R4.3

Subscription Payment Processing Rules

Ensure that only payment requests for valid, active subscriptions are communicated to the
Operator for processing.

Optionally, send an SMS to the consumer, indicating that either a charge has been
successfully applied or has failed to be applied to their mobile phone account.

Failed payment requests must be retried in line with individual Operator agreements.
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R4.4 If the payment failed to be applied and an optional SMS is sent, the text of the SMS must
provide:

R4.4.1 Short description of goods/services (R2.2.1);
R4.4.2 The amount attempted to be charged using £ symbol;

R4.4.3 Failure reason - Where technology and Operator interfaces permit, a reason for the failure
must be provided in a clear user-friendly form.

R4.4.4 Subscription Maintenance help location — Details of where to go to administer the
associated subscription. This may be a helpline or URL for a self-care site.

Section E: Subscription Maintenance

Within the Trusted Mobile Payment Framework, consumers must be provided facilities that enable
them to manage any subscriptions that they may have set-up.

The participants have the following responsibilities in this regard:

R4 Subscription Maintenance Processing Rules

R5.1 Consumers must be provided facilities to be able to text a STOP command to terminate
any subscription that they may have active.

Section F: Refunds

The capability to refund a consumer for goods or services charged for must be provided by the
Accredited Payment Intermediaries.

R6 Refund Processing Rules

R6.1 Refunds must be provided in line with individual Operator policies and technical
capabilities.
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Section G: Shopping Basket

The shopping basket allows customers to place multiple value items in a single Payforit purchasing
flow. The shopping basket mechanic resides in the merchant’s page.

R7

R7

R7.1

R7.2

R7.2.1
R7.2.2
R7.2.3

R7.2.4

R7.3

R7.3.1

R7.4

R7.5

R7.6

Payforit Shopping Basket Processing Rules

/ <Merchant logo> \

You have <3> items in your
basket at a total value of
<£8.00> from <Merchant
Shop>.

u Pay Now

Add/Remove Items

Cancel

<Operator & Payforit logo>

<trusted payments by Payforit>

What is Payforit?

Terms and Conditions

Operator Data Charges
may apply

Qhop Helpline: 011 11111111 )
-

The Payforit screen must include:

The total number of items being purchased (<Number of Iltems >) — The number of items
must be clear and not misleading in any way.

The identity of the supplier (<Merchant Shop >) - This must be the merchant shop/site
name with a maximum of 40 characters. Further information about the merchant’s service
must be available from the Terms and Conditions hyperlink and must, at a minimum,
contain:

The trading or operating name of the organisation;
The registered address of the trading company;

A non-premium rate helpline must be included and optional email address and/or a web
URL. (Please refer to Section J R10 and R11 for Customer Care Handling Rules)

The merchant’s terms and conditions.

The price (including tax) of the goods/service (<£2.50>) - The price must be clear and not
misleading in any way. This will mean giving the full price of the service. Pricing
information must be prominently displayed and easy to understand.

The price must be presented in sterling and use the £ symbol to prefix the numerical
amount.

Data Charges (Operator Data Charges may apply ) — presented as per R2.2.4 and
R2.2.4.1

Terms and Conditions (Terms and Conditions) — presented as per R2.2.5 and R2.2.5.1

What is Payforit hyperlink (What is Payforit?) — as detailed in R2.2.6 and R2.2.6.1
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R7.6.1 To minimize the number of clicks and negate a back button, the entire previous page must
be replicated underneath the ‘What is Payforit?’ copy.

R7.7 Navigation — The payment acceptance screen must allow the user to select:

R7.8 ‘Pay Now’ to confirm the payment (this may be presented as the default link on the
payment acceptance page);

R7.9 ‘Add/Remove Items’ link to navigate the user back tothe shopping basket in the
merchants shop.

R7.10 ‘Cancel’ the payment and navigate back to the merchant site;

R7.11 A non-premium rate helpline phone number must be included (Please refer to Section J

R10 and R11 for Customer Care Handling Rules).
R7.12 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1.

R7.13 Once the consumer has confirmed their payment, they must be presented with information
that clearly communicates whether the payment was successful or whether it failed.

Section H: Payforit Single Click Purchasing

Payforit Single Click purchasing is an optional extension to the Payforit scheme that allows for
consumers to choose a more rapid payment method for multiple purchases from the same merchant.
The consumer must be initially taken through the full Payforit payment flow before they are presented
with the option to use Payforit Single Click for their next purchase(s) from the same merchant .

Once the consumer agrees to use Payforit Single Click for future purchasing from that merchant, the
Accredited Payment Intermediary will present a small clickable image containing the price of the item
directly into the merchant’s screen, requiring the consumer to click the image to confirm the charge to
their account.

To allow users to control their preferences with minimal complexity, their opt-in must be re-confirmed
after reaching the monetary value or time period defined below.

R8 Payforit Single Click Processing Rules

R8.1 All payment screens presented before and during the processing of the first payment must
be served, on behalf of the merchant, to the consumer directly by the Accredited Payment
Intermediaries and match the screens and rules determined by section R2 One-off
Payment Processing Rules) and in this section.

R8.2 Provided the user has opted in for Payforit Single Click after the initial purchase from the
merchant, all future purchasing from the merchant is confirmed by the user clicking the
appropriate Payforit Single Click image / button (refer to Appendix B: Style Guidelines)
served by the Accredited Payment Intermediaries inside the merchant’'s screens at the
appropriate point. The image / button will contain the Payforit logo and the price of the
transaction as detailed below (refer to Appendix B: Style Guidelines for the Payforit Single
Click button design).

R8.3 Once the user has spent £20 with the merchant using Payforit Single Click or 30 days has
lapsed since opting in to Payforit Single Click (whichever occurs first), the user must be
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R8.4

R8.4.1

R8.5

R8.5.1

R8.5.2

R8.5.3

R8.5.4

R8.5.5

R8.5.6

R8.6
R8.6.1

presented the full Payforit Single Click opt-in screen as detailed in R8R8.6R8.7.1 where
they can confirm continued use of Payforit Single Click.

Where a user switches networks (prior to the £20 spend and the 30 day limitation) the
Accredited Payment Intermediary must present the user with the full Payforit payment flow
as Single Click opt-in must be renewed.

After the user has been taken through the full Payforit Payment flow, Accredited Payment
Intermediaries may optionally present a merchant branded account preferences
management screen to the user linked from the merchant pages. The wording for Payforit
Single Click opt-in must be presented as per R8.7

Technical implementation of the Payforit Single Click payment image / button integration
into merchant sites may vary according to the needs of Accredited Payment
Intermediaries and their merchants, but the following principles are mandatory;

The price (including tax) of the goods/service in the payment image / button must only be
presented by the Accredited Payment Intermediary. The price must be clear and not
misleading in any way. Pricing information must be prominently displayed, easy to
understand and presented in context to the item being purchased.

There must be no opportunity for the merchant to change the image / price presented by
the Accredited Payment Intermediary.

The payment image / button, called by the merchant from the Accredited Payment
Intermediaries, must be linked to the user's MSISDN and must expire after each use or
after a short period of time of no usage no greater than 30 minutes.

There must be no opportunity for the merchant to present the image containing a price
that is different from the charge being applied to the user’s bill / account.

The Accredited Payment Intermediary must ensure through audit that a merchant cannot
present multiple price images / buttons in the merchant’s screens with the intent to
confuse the user into selecting the incorrect price for the product being purchased.

Where multiple price points are presented to a user in a single page, the default link must
reside on the first price in the page or the lowest priced item and must be made clear that
it is the default link.

Prior Permission

Proposals for 'Single Click' implementation should be presented to the Payforit
Management Group. Accredited Payment Intermediaries can only operate Payforit Single
Click after receiving permission from the Management Group.

Permission will be based on details of the technical implementation, the measures to
ensure the security of the transactions from the merchants’ screens and presentation of
artwork for the pricing images / buttons that will be served.

Where an application is rejected, this will be given with enough information to enable an
Accredited Payment Intermediary to modify their systems and re-present the application to
the Management Group for consideration. Any subsequent failure to operate the Payforit
Single Click scheme in a manner that protects consumers from harm will result in removal
of the permission to operate the scheme.
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R8.7

R8.7.1

R8.7.2

R8.7.3

% Shop Helpline: 011 1111 1111

Mobile Network Operators may independently refuse operation of Payforit Single Click on
their network and may also demand that merchants need to be pre-approved before they
are permitted to run the scheme.

Single Click Opt-in screen

The Payforit Single Click opt in details can be optionally served into (and becoming part
of) the payment success and marketing preferences screen as detailed in R2.4 (Template
1) or, if preferred, in an exclusive screen (Template 2)

Template 1: The combined marketing preferences, Service Delivery and Payforit Single
Click opt-in screen must be presented as below

ﬂpayforit Single Click logo> \

Every time you purchase goods or
services from this merchant you will
be asked to confirm your purchase
using Payforit in separate screens.

Payforit is the trusted mobile
/ <Payforit Single Click logo> \ payment framework supported by
your mobile network operator.

'Payforit Single Click' lets you buy

. o IIf you are going to make multiple
from this merchant with just one .
single click. You opt in t«J) use this d purchasgs fromv this mercham, you
facility and once you have spent £,20_,.-" Ealllr(]:ko ‘?Jhlir;rtlor#;r;% Thae yfoarltn?ler;?le
......................... or 30 days has elapsed, you will be uicker and easier. Youprgtain
. ."- askEd if you want to continue_to l_,|:s'e gonlrol by re-confir.ming your desire
: <Merchant logo> 3 ?zl)rr]m%rlglC\l\lf:ﬁt\(tgukr?g\e/var:\fr}; |n to use Payforit Single Click every
s Thank you for your payment of E 4 - £20 spent or 30 days elapsed.

. <£2.50>to <Merchant Shop> .

o . <Merchant logo>
<Payforit Single Click and

Marketing preference H Thank you for your payment of

confirmation plus Service E <£2.50> to <Merchant Shop> .
Delivery Message>

<Payforit Single Click and
. . Marketing preference confirmation
<trusted payments by Payforit> H plus Service Delivery Message>
H

<Operator & Payforit logo>

Yes, | want to use Payforit
Single Click from now on with =«
<Merchant> .

<Operator & Payforit logo>

<trusted payments by Payforit>

What is Payforit Single Click?" 3

i [w# Yes, | want free updates on [ Yes, I want to use Payforit
H similar products, services and & Single Click from now on with
related special offers sent to E <Merchant> .

my mobile <MSISDN> by

<Merchant >.

[w# Yes, I want free updates on
similar products, services and

K related special offers sent to

............................ - my mobile <MSISDN> by

<Merchant > .

\Shop Helpl ine: 011 1111 1ly

This screen will include:

Price Charged — presented as per R2.2.3;
Marketing, Service Delivery and Payforit Single Click Message must contain the words:
‘you confirm your Payforit Single Click and your m arketing preferences below.. .

and is either a clickable link / button to progress to the next browser page or is text above
and in close proximity to a clickable button. For example:
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‘By clicking ‘Continue’ to get your content you conf irm your Payforit Single Click
and your marketing preferences below'.

This will give the user the opportunity to check the Single Click and uncheck the marketing
preferences boxes as required before proceeding.

R8.7.4 Payforit Single Click opt in / out preferences allows a user to grant or remove permission
for Single Click to be used by the merchant for future purchases. The wording must state
the following:

‘Yes | want to use Payforit Single Click from now on with <Merchant> .
This box may only be pre-ticked if the user has previously used Single Click with the same
merchant.

R8.7.5 What is Payforit Single Click hyperlink (What is Payforit Single Click?)  Link that leads to
a separate page containing the words:

'Payforit Single Click' lets you buy from this merc hant with just one single click.
You opt in to use this facility and once you have s pent £20 or 30 days has elapsed,
you will be asked if you want to continue to use Si ngle Click. You are always in
control. Want to know more ?’

R8.7.5.1 Want to know more hyperlink (Want to know more?) Link that leads to a separate page
containing the words:

‘When you buy goods or services from this site, you will normally be asked to
confirm each purchase on a separate Payforit paymen  t page.
Payforit is the trusted mobile payment framework su pported by your mobile
network operator. If you are going to make multiple purchases from this merchant,
you can opt in to using Payforit Single Click which makes the payment quicker and
easier.
You retain control by re-confirming your desire to use Payforit Single Click every
£20 spent or 30 days elapsed.’
R8.7.5.1.1 To minimize the number of clicks and negate a back button, it is optional that the entire

R8.7.6
R8.7.7
R8.8

previous page may be replicated underneath the ‘What is Payforit Single Click?’ text as
displayed above.

Marketing opt-in selection as R2.4.1.5
Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1

Template 2: The Service Delivery and Payforit Single Click opt-in screen must be
presented as below

30/51



Trusted Mobile Payment Framework — Scheme Rules Version 2.0

06/08/2008
/ <Merchant logo> \
Thank you for your payment of
<£2.50> to <Merchant Shop> .
<Payforit Single Click and
Marketing preference confirmation
plus Service Delivery Message>
<Operator & Payforit logo>
<trusted payments by Payforit>
D Yes, | want to use Payforit Single
Click from now on with
<Merchant> .
What is Payforit Single Click?
Shop Helpline: 011 1111 1111
This screen will include:

R8.8.1 Price Charged — presented as per R2.2.3 unless this has already been presented to user
in a prior screen in this transaction;

R8.8.2 Service Delivery and Payforit Single Click Message presented as per R8.7.3

R8.8.3 Payforit Single Click opt in / out presented as per R8.7.4

R8.8.4 “What is Payforit Single Click?” presented as per R8.7R8.7.5 and R8.7.5.1.1

R8.8.5 Either Merchant Logo and/or Operator/Payforit Logo module as detailed in R2.1

R8.9 Payforit Single Click pricing presentation in Merchants Screens

R8.9.1 The default Payforit Single Click pricing image / button must be presented immediately
next to the content being purchased and in context to the content being purchased. The
image / button will contain the Payforit logo as presented below and the retail price of the
product being purchased. There can be no deviation from the Single Click designs
presented in 5:Appendix B: Style Guidelines for Single Click design unless Accredited
Payment Intermediaries have received permission to use other artwork from the Payforit
Management Group.

R8.9.2 Once the user has confirmed their purchase by clicking the image / button and the
Accredited Payment Intermediary has made a successful charge to the users account.,
the user must immediately be taken to the content delivery, images or other fulfilment
mechanisms as determined by the merchant service

R8.9.3 If a time delay between user confirmation and network billing response is anticipated,
merchants can optionally serve a “please wait” screen to increase site usability with a
clickable link to proceed manually if the screen timeout fails.

R8.9.4 If the charge to the users account fails, merchants must serve a “payment failure” screen

as per R2.5

Sample user flow:

31/51



Trusted Mobile Payment Framework — Scheme Rules Version 2.0

06/08/2008

Section I: MSISDN Pass Through

Accredited Payment Intermediaries may, optionally, provide a service to their merchants to pass
through a consumer’'s MSISDN after a Trusted Mobile Payment Framework transaction has been
completed. Individual Operator rules apply in this area and are summarised in the table below. For
the avoidance of doubt, Accredited Payment Intermediaries should consult individual Operator policies
where available.
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MSISDN Passed to Passed Marketing Mobile Site
passed CP for to CP for Opt-In box 1 Personalisation
to API Inbound Service pre-ticked (UK law on cookies must
. be applied)
Customer Delivery
ASID+
See
Note
See_
Note
For pre - Encry pted via
approved API| & requires
Conditions Apply scenarios opt-out on site
Party ID***

*Where API has tested and proved that the wording referring the user to their marketing preferences is visible to the consumer ‘above
the fold’ on the device being used.

**ASID refers generically to ‘Anonymous Subscriber ID’. APIs may currently provide their own ASIDs to support Payforit services on
Vodafone.

*** PartylD is a unique reference number per subscriber on 3 and may be used for personalisation without the need for MSISDN
transfer.

Further terms and conditions apply, please see individual network contracts. All customer data is subject to all applicable law and
regulations governing the collection and use of personal information.

R9 MSISDN Pass Through Processing Rules

R9.1 MSISDN may be passed back to a merchant in circumstances where it is necessary to
deliver or support the service that has been purchased by the consumer, for example a
weekly subscription service that requires a WAP push message or MMS to be sent to a
consumer. Where MSISDN or other ID is being used for mobile website personalisation
purposes, UK law regulations relating to Cookies must be applied. The security of the
method used to transport the MSISDN to the merchant will be scrutinised by the individual
mobile network Operators as part of their accreditation policy.

R9.2 Merchants wishing to use MSISDNs for marketing purposes must only do so based on the
consents obtained from the Payment and Subscription Confirmation pages presented and
accepted by the consumer. Accredited Payment Intermediaries must not use MSISDNs
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R9.3

R9.4

transmitted to them by mobile Operators for any purpose other than supporting, or
adhering to the rules of, the Trusted Mobile Payment Framework.

Accredited Payment Intermediaries must log all consumer consents and ensure that the
information is auditable.

Consumers must be able to opt-out of receiving marketing information in accordance with
relevant regulatory and legal frameworks including but not limited to the Data Protection
Act 1998, The Privacy and Electronic Communications (EC Directive) Regulations 2003
and Guidance notes for marketers issued by the Office of the Information Commissioner
and updated from time to time..

Section J: Customer Care

Within the Trusted Mobile Payment Framework, consumers must be provided facilities that allow them
to receive customer care support relating to their payments, subscriptions and refunds.

R10
R10.1

R10.2

R10.3

R11

R11.1

R11.2
R11.3
R11.4
R11.5
R11.6
R11.7
R11.8
R11.8.1

R11.8.2

Customer Care Handling Rules

The Accredited Payment Intermediaries must provide call centre facilities for consumers to
be able to receive support. Alternatively, Accredited Payment Intermediaries may arrange
for this support to be provided by the merchants, in line with their contractual obligations.

The call centre must be manned during normal UK office hours (9am-5pm, Monday-
Friday) and provide a message taking facility outside of these hours.

Support requests must be responded to within 1 business day and resolved within 2
business days.

Auditing

Accredited Payment Intermediaries must be able to demonstrate compliance with the
Trusted Mobile Payment Framework Scheme Rules through the provision of human
readable logs and must contain at least the following information:

Timestamp — specifying when an event occurred.

MSISDN of the consumer involved in the event;

Merchant involved in the event;

Operator involved in the event (if any).

Description of the event in clear English.

Other supporting data.

The following key events must be demonstrable through the audit trail:

Consumer acceptance of One-off charge. Must also include the text that was displayed to
consumer.

Consumer acceptance of Subscription Set up. Must also include the text that was
displayed to consumer.
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R11.8.3 Requests made to the Operator for charging and refunds and the success or failure
thereof;

R11.8.4 STOP commands received from consumers;
R11.8.5 Termination of subscriptions;

R11.8.6  Unique Payment Code generation and reconciliation against MSISDN and associated
MT/MO SMS;

R11.8.7  Unique Subscription Code generation and reconciliation against MSISDN and associated
MT/MO SMS;

R11.8.8  Consumer’s opt-in to receive marketing information from the merchant;

R11.8.9 The audit logs must be available for a period of 24 months.
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3 Web initiated purchases

One-off payments and subscription service payments initiated from the internet must be managed by
Accredited Payment Intermediaries in accordance with the requirements contained within this section
of the scheme rules. Two payment flow options for web payments are available to Accredited
Payment Intermediaries.

The first option requires an Accredited Payment Intermediary to generate a one-time code for each
one-off payment or subscription set-up transaction. This code must be sent by SMS to the consumer,
who, in turn, needs to enter the code on the Accredited Payment Intermediary’s web payment pages
to confirm possession of the handset and authorise the transaction.

The second option for web purchases requires an Accredited Payment Intermediary to generate a
one-time code on its web payment pages for the consumer to send-in by SMS to confirm possession
of the handset and authorise the transaction.

Accredited Payment Intermediaries may adopt either or both versions of the web payment flows.

All web pages presented before, during and after the processing of a payment must be served, on
behalf of the merchant, to the consumer directly by the Accredited Payment Intermediaries and not by
the merchant. The web page contents must be presented as below. All payment panel details must
be positioned clearly and prominently in the centre of any pages. It should be noted that no
advertising banners or links should be served on any web payment pages.

Terms and Conditions content requirements, including standard wording relating to Operator Data
Charges, are in line those outlined earlier in these scheme rules.

The web payment flow must be used in instances where MSISDN forwarding is not available on
certain handsets (i.e iPhone, Blackberry etc).

Version one (MT SMS version) — One-off payments

Payment Page 1 — Submit mobile number

Details of the product, merchant, pricing and terms and conditions link
must be displayed, in line with standard TMFP rules

OPTIONAL: marketing preferences

Marketing opt-in wording to allow a consumer to give permission for their
mobile phone number to be used by the merchant for marketing its own
same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and related
special offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the Accredited
Payment Intermediary. The opt-in check box can be pre-checked on all
networks.

Consumer selects ‘NEXT’ to continue
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Payment page 2 — Optional Pending page

Accredited Payment Intermediary sends the following
text to the consumer:

“[FreeMsg.] Your unique payment code is UPC123.
Please enter this code on the web page now to
complete payment for your purchase ."

The Accredited Payment Intermediary also serves an
Optional ‘pending’ page at this time.

Payment Page 3 — Enter one time code

A summary of the purchase and payment information
is presented to the consumer.

The consumer enters the unique code in the space
provided and selects ‘PAY NOW’ to authorise the
payment.

A maximum of 3 attempts to enter the payment code
is permitted before the transaction must be cancelled.
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Payment Page 4/5 - Success/Failure pages

Where the API has confirmed that the unique code entered matches the MSISDN provided and the
payment is confirmed by the mobile Operator, the customer can be returned directly to the merchant
site to access the service they have purchased or be presented with the optional page below.

Where the payment is not completed, Accredited Payment Intermediaries must present the following
page, with further details/instructions as appropriate:
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Version one (MT SMS version) — Subscription set-up

Please note that standard rules relating to subscription messages and reminders per billing period, as
outlined in earlier sections of this document, apply as normal.

In line with the mobile internet version of the scheme rules, there are also two templates for

subscription service set-up on the web.

Subscription Page 1 — Submit mobile number, templat

Subscription Page 1 — Submit mobile number, templat

el

Details of the product, merchant, pricing and terms and conditions
link must be displayed, in line with standard TMFP rules.

Consumer selects mobile network and enters mobile number.
OPTIONAL: marketing preferences

Marketing opt-in wording to allow a consumer to give permission
for their mobile phone number to be used by the merchant for
marketing its own same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and
related special offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the
Accredited Payment Intermediary. The opt-in check box can be
pre-checked on all networks.

Consumer selects ‘NEXT' to continue.

e2
Details of the product, merchant, pricing and terms and conditions
link must be displayed, in line with standard TMFP rules.
Consumer selects mobile network and enters mobile number.
OPTIONAL: marketing preferences
Marketing opt-in wording to allow a consumer to give permission
for their mobile phone number to be used by the merchant for
marketing its own same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and
related special offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the
Accredited Payment Intermediary. The opt-in check box can be
pre-checked on all networks.

Consumer selects ‘NEXT’ to continue.
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Subscription Page 2 — Optional Pending page

Accredited Payment Intermediary sends the following
text to the consumer:

“[FreeMsg.] Your unique subscription code is
USC123. Please enter this code on the web page
now to complete your subscription setup ~ .”

The Accredited Payment Intermediary also serves an
Optional ‘pending’ page at this time.

Subscription Page 3 — Enter one time code

A summary of the subscription details is presented
to the consumer.

The consumer enters the unique code in the space
provided and selects ‘SUBSCRIBE’ to authorise
the subscription.

A maximum of 3 attempts to enter the subscription
code is permitted before the transaction must be
cancelled.
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Subscription Page 4/5 - Success/Failure pages

Where the API has confirmed that the unique code entered matches the MSISDN provided and,
where appropriate, the payment is confirmed by the mobile Operator, the customer can be returned
directly to the merchant site for details on how to access the subscription service they have purchased
or be presented with the optional page below.

Where the subscription set up is not completed, Accredited Payment Intermediaries must present the
following page, with further details/instructions as appropriate:
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Version two (MO SMS version) — One-off payments

There is an alternative payment flow for web purchases that Accredited Payment Intermediaries can
adopt. This involves the Accredited Payment Intermediary generating a one-time code on its web
payment pages for the consumer to send-in by SMS to confirm possession of the handset and
authorise the payment.

Payment Page 1 — Enter mobile number, generate and  text code

Details of the product, merchant, pricing and terms and conditions link
must be displayed, in line with standard TMFP rules.

Consumer enters mobile number in space provided. Selects ‘SUBMIT’

API system generates unique payment code and displays code to
consumer.

Consumer texts code to a short code and clicks ‘here’ to move on to the
next page.

OPTIONAL: marketing preferences

Marketing opt-in wording to allow a consumer to give permission for their
mobile phone number to be used by the merchant for marketing its own
same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and related
special offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the Accredited
Payment Intermediary. The opt-in check box can be pre-checked on all
networks.

Consumer selects ‘NEXT’ to continue.

Payment Page 2 — Optional Pending page

Accredited Payment Intermediary checks its system to
match unique payment code with MSISDN

The Accredited Payment Intermediary also serves an
Optional ‘pending’ page at this time.

Payment Page 3/4 - Success/Failure pages

Where the API has confirmed that the unique code sent by MO SMS matches the unique code it has
allocated to MSISDN and the payment is confirmed by the mobile Operator, the customer can be
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returned directly to the merchant site to access the service they have purchased or be presented with
the optional page below.

Where it is not possible to match the code with the MSISDN and/or payment is not completed,
Accredited Payment Intermediaries must present the following page, with further details/instructions
as appropriate:
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Subscription Page 1, Template 1 — Enter mobile numb  er, generate and text code

Details of the product, merchant, pricing and terms and conditions link must
be displayed, in line with standard TMFP rules.

Consumer enters mobile number in space provided. Selects ‘SUBMIT'.

API system generates unique subscription code and displays code to
consumer.

OPTIONAL: marketing preferences

Marketing opt-in wording to allow a consumer to give permission for their
mobile phone number to be used by the merchant for marketing its own
same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and related special
offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the Accredited
Payment Intermediary. The opt-in check box can be pre-checked on all
networks.

Consumer selects ‘NEXT’ to continue.

Subscription Page 1, Template 2 — Enter mobile numb  er, generate and text code

Details of the product, merchant, pricing and terms and conditions link must

be displayed, in line with standard TMFP rules.
Consumer enters mobile number in space provided. Selects ‘SUBMIT’

API system generates unique subscription code and displays code to
consumer.

Consumer texts code to a short code and clicks ‘here’ to move on to the
next page.

OPTIONAL: marketing preferences

Marketing opt-in wording to allow a consumer to give permission for their
mobile phone number to be used by the merchant for marketing its own
same or similar services only.

The wording must read:

“Yes, | want free updates on similar products, services and related special
offers sent to my mobile by <Merchant Shop >".

MSISDN and Merchant Shop variables are completed by the Accredited
Payment Intermediary. The opt-in check box can be pre-checked on all
networks.

Consumer selects ‘NEXT’ to continue.
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Subscription Page 2 — Optional Pending page

Accredited Payment Intermediary checks its system to match
unigue subscription code with MSISDN

The Accredited Payment Intermediary also serves an
optional ‘pending’ page at this time.

Subscription Page 3/4 - Success/Failure pages

Where the API has confirmed that the unique code sent by MO SMS matches the unique code it has
allocated to the MSISDN and, where appropriate, the payment is confirmed by the mobile Operator,
the customer can be returned directly to the merchant site to access the service they have subscribed
to or be presented with the optional page below.

Where it is not possible to match the code with the MSISDN and/or payment is not completed,
Accredited Payment Intermediaries must present the following page, with further details/instructions
as appropriate:
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It should be noted that messages used to support web payment transactions should originate or
terminate by Short Code only. Long dial or alpha numeric headers are not permitted.
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4 Appendix A - Payforit logo

Al.l

Al.2

Al.3

Al.4

Al.5

Al.6

Al.7

Al.8

Al.9
A1.10

Al.11
Al.12

Al1.13

Al.14

Al.15

The Payforit logo must be presented on all screens served to end users, as outlined in
these scheme rules.

Use only master artwork when using the Payforit logo. Never recreate the logo.

Versions of the logo are supplied as Previews (.jpg) and Vector encapsulated PostScript
(EPS) files. The artwork is available from all UK Mobile Network Operator participants in
the Trusted Mobile Payment Framework Scheme.

The colour references for the logo are (grey) Pantone Solid Coated 425C and (blue)
Pantone Solid Coated 540C.

Never reproduce the logo in an alternative colour scheme or background colour.

If you are using the Payforit trademark, always capitalize the first letter ‘P’ and leave the
remaining letters in lowercase (Please note there is no capitalisation of the ‘IT"). This is the
accurate presentation of the ‘Payforit’ brand and should always be used as such.

If you are using a Payforit logo on a web page, there must exist a minimum spacing of 25
pixels between each side of the logo and other graphic or textual elements on your web

page.

The Payforit logo can be used by all merchants to demonstrate that their goods and
services have been approved by Accredited Payment Intermediaries

Never change the proportions of the logo.

Do not remove, distort or alter any element of the Payforit logo. That includes modifying
the Payforit trademark, for example, through hyphenation, combination or abbreviation.

Do not shorten, abbreviate, or create acronyms out of the Payforit trademark.

Do not display the Payforit logo in any manner that implies a relationship or affiliation with,
sponsorship, or endorsement or that can be reasonably interpreted to suggest editorial
content has been authored by, or represents the views or opinions of the MNO
Management Group.

Do not display the Payforit trademark on any web/mobile site that violates any law or
regulation.

Do not display the Payforit brand in a manner that is misleading, unfair, defamatory,
infringing, libellous, disparaging, obscene or otherwise objectionable to the individual
Operators.

Do not frame or mirror any Payforit pages (including the page that appears in response to
a click on the Payforit logo).
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Al.16 Do not adopt marks, logos, slogans, or designs that are confusingly similar to the Payforit
Trademark.

Al.17 Do not register the Payforit trademark as second-level domain names.
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5 Appendix B — Style Guidelines

A2.1

A2.1.1

A2.1.2

A2.1.3

A2.1.4

Consistent use of the logo is important in building familiarity and trust in the Payforit
experience, Accredited Payment Intermediaries must therefore adhere to the following
rules in both the mobile and fixed Internet environments:

On any eCommerce pages where the Payforit logo should appear (browsing or
transactional pages) the background colour must be white.

Network Operators’ logos should always be presented before the Payforit logo (see
below).

No other text/logos may appear on these pages except where explicitly permitted within
the Rules.

Where the merchant logo is allowed under the rules set out in see Section B R2.1, as per
as per R2.1.1 & R2.1.3 the merchant logo must be less than 40pixels and can only be
presented at the top of the page.

Mobile Screen Measurements

A2.3

A2.4

As displayed below, the network Operator / Payforit logo module must be represented side
by side on handsets with a screen width of 176pixels or over. It is mandatory that the
presentation of the MNO and PFI logo must be accompanied by the supporting strap-line,
‘trusted payments by Payforit ’, to explain to the customer the relationship between the
two brands. The Operator and Payforit logo must be framed. No variation is permitted to
the design displayed below.

In order to display network Operator / Payforit logo module to its best effect and ensure
maximum impact, a clear zone surrounding the logo has been defined. The following
represents the strict measurements as to how to display the network Operator / Payforit
logo module for handsets with a screen width of 176pixels or over:
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A2.5 For handsets with a screen width of 175pixels or below, the below module must be used
which first displays the network Operator logo, then Payforit logo. On handsets with a
screen width of 175pixels or less it is optional to include the strap-line ‘trusted payments
by Payforit’. The Operator and Payforit logo must be framed. No variation is permitted to
the design displayed below:
A2.6 The following represents the strict measurements as to how to display the network

Operator / Payforit logo module for handsets with a screen width of 175pixels or below:
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Text only devices

A2.7 On handsets which do not support images, the following qualifying text will take the place
of the module: ‘Trusted payments with <Operator> and Payforit’.

Monochrome mobile screens

A2.8 Due to the restrictive nature and varied capabilities/resolutions of mobile handsets with
monochrome screens, no graphics should be used. All mention of Payforit should be
textual. For example, where a module housing an Operator’s logo and the Payforit logo
would normally be used, the replacement text should read: ‘Trusted payments with
<Operator> and Payforit’.

Payforit Single Click

A2.9 The following represents the strict measurements as to how to display the Payforit Single
Click payment image /button for handsets with a screen width of 176pixels or over. There
must be no variation to the design displayed below:

A2.10 For handsets with a screen width of 175pixels or less, the Payforit Single Click payment
image /button must be used. There must be no variation to the design displayed below:
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